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Abstract: From the point of view of intrusion prevention the Snort open source intrusion detection system was
analyzed and studied. This paper summarized the existing Modbus intrusion detection rules put forward a Modbus
intrusion detection method based on the white list model and gave the Modbus white list intrusion detection model
as well as its algorithm. The white list rule generation system was designed in Visual Studio and the production
process as well as the principle of white list rules were also introduced. An experiment based on the existing
equipment and tools was carried out to prove the feasibility of the Modbus intrusion detection method based on the
white list model.
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Frame 1670: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
Ethernet IT, Src: HewlettP_ec:2c:72 (98:4b:el:ec:2c:72), Dst: DigitalE_34:58:4c (60:30:12:34:58:4c)
Internet Protocol Version 4, Src: 192.168.0.101, Dst: 192.168.0.82

» Transmission Control Protocol, Src Port: 65283, Dst Port: 502, Seq: 193, Ack: 177, Len: 12

00 00 30 12 34 58 4c 98 4b
0010 80 34 5d 2f 40 00 40 06
9020 80 52 £f 03 01 f6 09 ef
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alert tcp 192. 168. 0. 15/24 any —> 192. 168. 0. 82/24
502 ( flow: from _ client established; msg: " Suspicious or
unauthentic message! !'!1"; sid: 10002; rev: 1; priority: 1;
content: " 100 00 | "; offset: 2; depth: 2; content: " 102 | ";
offset: 6; depth: 1; content:" |03 |"; offset: 7; depth: 1;
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[##] [1:10002:1] Suspicious or unauthentic message!!! [##*]

[Priority: 1]

02/24-15:29:16. 794640 192.168. 0.15:50381 —> 192. 168. 0. 82:502

TCP TTL:64 TOS:0x0 ID:25263 IpLen:20 DgmlLen:52 DF

FkkAPH*+ Seq: OxAEB898304 Ack: Ox6DTEAOT Win: Ox3F39 Tcplen: 20

[#+] [1:10002:1] Suspicious or unauthentic message!!! [#*]
[Priority: 1]

02/24-15:29:17. 095692 192. 168. 0. 15:50381 —> 192. 168. 0. 82:502

TCP TTL:64 TOS:0x0 ID:25266 IpLen:20 DgmLen:52 DF

F+kAP+++ Seq: OxAEB98310 Ack: OxBDTEALZ Win: 0x3F37 Tcplen: 20

[##] [1:10002:1] Suspicious or unauthentic message!!! [##*]
[Priority: 1]

02/24-15:29:17. 385765 192. 168. 0. 15:50381 —> 192. 168. 0. 82:502

TCP TTL:64 TOS:0x0 ID:25267 IpLen:20 DgmlLen:52 DF

FkkAP+++ Seq: OxAEB89B831C Ack: 0x6DTEALID Win: Ox3F34 Tcplen: 20
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